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Abstract

Confined Decoding System for Medical Data Distributed by

Secret Sharing Scheme and Its Security Evaluation

Asami TANAKA

The medical treatment in the area affected of disaster was difficult because medical
data lost in the tsunami of great east japan earthquake. In order to prevent medical data
from being lost, the hospitals in Kochi have started the remote backup plan. Moreover,
by providing the required information of treating victims from backup data such as
name, blood type and medicine information, Disaster Medical Assistance Team (DMAT)
can treat victims outside the hospital at the acute stage of disasters. Because medical
data is personal information, it is necessary to provide the minimum required patient
information. The restoration method has been proposed to confine more decoding data
than necessary decoding data. In order to provide the patient information, the proposed
method owns the decoding control information. However, it is possible to illegally decode
in case the leaked the decoding control information.

In this paper, the restoration structure to prevent from illegal decoding has been
proposed. To prevent from illegal decoding, the structure control information has been
defined to prohibit the decoding control information leakage. In addition, the require-
ment has been defined to prevent the structure control information from being leaked.
The experimental results suggested that it is possible to prevent from illegal decoding

by satisfying the requirements.

key words distributed backup, secret sharing scheme, confied decodning
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