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Abstract

Prevention of Injustice Decoding of Medical Record by

Configuring A Retrieval System

Ryohei YOSHITOMI

It is required to preserve medical record in preparation for wide-area disasters and
utilize it for medical treatment in the disaster area. Therefore, confined decodable secret
sharing scheme was proposed. However, there is no mechanism for retrieving distributed
medical record. Therefore, a method for quickly retrieving distributed medical record
has been proposed. The retrieve method stores information that identifies an individual
in association with the share of medical record, and the identification information is
narrowed down under certain conditions. In order to injustice decode medical record, it
is necessary to uniquely determine the identification information, know the combination
of medical record shares, and collect the shares above the threshold value, so narrowing
down the identification information is not a big problem. However, since medical record,
which is personal information, is handled, narrowing down the identification information
should not lead to unauthorized decoding of medical record.

In this paper, for the purpose of preventing the narrowing down of the identification
information caused by the retrieval method, we have proposed the configuration of the
retrieval system that prevents the leakage of data that causes the narrowing down of
the identification information. In the retrieval system configuration, the terminal for
retrieving and decoding is used as the reference monitor to prevent leakage due to

theft of the doctor’s terminal. In addition, by restricting access to the storage group
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and reference monitor, leakage due to access from terminals other than the restricted
terminal is prevented. By using the retrieval system configuration, it is possible to safely

use the medical record retrieval method.

key words secret sharing scheme, retrieval, configureing a retrieval system
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g

3.1 YT ERTDRIESE

EI8B XDWITH A k5. X & ADFERE LD

ty
()
XA= ‘ (mod p)
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ERBEDIWET L, (u=1,2,...,n) BFOEND. 7z, HEATEKT L

ty = kw +rz, (mod p) (3.1)

L. BRT XD TIZ2 080G IT TRy 27y 75, X7 EHIET B
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3.1.2 MRIFREXME
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3.2 WBITEERORR D A A

LB &5 IATH A BAEET 5. SHRBIRECERL 724781 X & A’ DR LD
th

!
xa—|
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LIRBEDWMMRE T, iR ond. i, ARATET L
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Y7B. AV 2Ty T URERT — RIS ENTVE RS t, LR L RER 2t
DWSEETFS. & (3.1), R (3.2) £
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3.2 WBITEERORR D A A

3.2.1 ty,to, k,p NRA VLGS

nfHDSED ), ty & k,p BIRAVWUEGEIZDOWTERS. t,t, ZIEKT BB
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Ty € L/IPL — {0}, z; # x; THB70D, z;,x; ZHRMEIZKE ZENTES. o,z 2HY
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Y IAHFIR
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(3.11)
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3.2 WBITEERORR D A A

ﬁ (311) D a 75‘/3:?3&@& g" a J/XT@%@@{?&% b k L/, %é&% {pl,pg e ,pb_l,a} K
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FlE725.
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ARG BRDIL D AR DWTK D AT N D HIFH, KD IAADTRE L LB HERPHA RN S
A 5.

B0 ABRFIED S kw ZEAT (p— 1)2 RSOHEBOMBGEY 12725, ZTDEdD, p ik
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3.3 F&b

EEiEEDBEEITDITIE, DNV I Ty TURERET — A0 535%YT 5 EE DR
TR EETBENDH L. L1, BOETCTRAMESBIRCEWTHHBAAY 27Ty 7L
TERIET — R 2R T ARV, £/, RERIFZFRCEBEAICT 2720, FRVKR
ROPBELIRE. AFETIE, RIBOEERIMZEHWNE LzY = THITORBDEDHIRIZ & 5
Ty 7 OREBTHRET Z2HMAICOVTER, MEHEEZHND LT, HEEMITBEN
THHERDE RIS ND Z L IZDOWTIRAR 2, SAIER OB D A AT R ARBEE Dk %
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MRV AT LD

REINTZMBHEZHAL 56, BET —X20Y 27 OMAGLEEZMZ ZENTE
LG R DE TN B EIR ty, p, Ty DIRAWVT ZRBNDD S, MAT, nfldd>55 2250
tu, kyp 72 EnHD S5 2 DD t,,k, & t, IZHIETS 22D x, BIWAWV UGS, @5l
TR kw BPEBRMEIZER S NS, L, @EHRO D IAABEREEDOEEZRETSZ
EXEHET — XROAREMTICIE, HERE —RICED, BET—XOMAGEDLEEZHD,
UCEWEML EOEET =2 DY T 28D, BET—X2OY = TEBIHHALZ p, X 2H
WABENRHDLZ o RKUZMETIERY. FBAlEROKDIAAITKUZBETIZ RN
N, BERT—RIIMEANERTDH 2720, #BlEROKVIAAVERT —XOREEFETLIND
EoMNTIIRBEIBRILAH-oTIERLRN. ZTDD, WMAERIKVIAEFNEER L
785 ty,p, Ty DIWANEBGIET 2 BEDBH 5.

RETI, HOECTRERIE D BOE L MBEEZZER UIREBY AT L LD ty,p, 2y
DA VEIET S, ZD7kd, MEY AT LADOBREZIZDOWTRR, t,,p, 2z, DAL
ZRIET RS AT LEIZ DWTIR AN, MRS 2T AERIZ DWW TFHMid 5.

4.1 MBEBEVRATLOEHRER

BB AT LFERZIRET 2 72D B3 70 /T RE 7R M3 70 UK & B TTIR TR S
T—RERETBRHBIZOWTHRAN, MBI AT LATHES T— X ERHEP GBS AT
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4.1 MBI AT LOMHKESE

F41 BEVATFLTHES> T —X—&

S 2 Bl T — X DR
TR B B CERT—& - vxT - ayu(med) - p(med) - r(med)

CHSINEE - 22t - @u(tag) - pltag) - r(tag)

TR B b CMBF—T—F - WRRXT - x,(tag) - p(tag) -1’
- RTt,
(oWl BT - 2xT - xzy(med) - p(med) - r(med)

4.1.1 MBTBEVRATFLTHEI>T—%

A3 50 T B 7 R A BOK X MR TR S MBS R 5 L THRS F— RIZOWTHR 4.1 1
R

Bk 25 LTS F— RICOWT OB ETS. F—2BR (FFA N, A1FV) 1
BT, BT -2 2T 5. HEL, REMMEEHNTHERLEY =7 RAF— & (EX)
LEEHTEED LT 5.

MBEYVAT LTI, BFINTEZERT X T5., BRT—XEMEDEL THERK
SNBMERAHREY T LT3, BRF— X 2RENRT 2B HHT 288 X
vu(med), 38 p & pmed), I r % r(med) £ 5. BWEFHLTFHICHBEAERET
% DA BINEE kw £ T 5. BUBBRIIEEP A FUA—DRERSNG. WA
WAL TR E N BRI A 27 t, LT 5. BT — X OREIHZ AL T 5
WERBRF -7 — N k' LT3, BBRF—7 — K ERENEL TARK S 12 EREK W
EMRR T LT 5. MAINRE REE— 7 — R R BT 2B HAT 2 a0 ES
X % z(tag), FSEOFH p % pltag) & T 5. BANGEERES KT 2 BIZHHT 2 5K
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AT LTS T—RBHIZDOWTIZERK 4.2 1257
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4.1 MBI AT LOMHKESE
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ET — X e b & 7z B DGR (T L)

vy BT — R A BB L AR S B SRR A
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r(tag) AR B T 2 B R T B AL

r B — v — R R RS BT 2 B M T B ELIK

4.1.2 BRI RATFLOFEE

BB AT L& R 5 AN ERIZHHR S N5 IR
ERILAAD AW Z DD AN &3 5. ZDMMo AP
FHAT 2RO EENS.

EEIASEFE DBEL D B 121%, DNy 2Ty TURE
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ERT — 2064 d %8 e &

TREDRDD. TDd, MRVATLATREF—U—-F2ANTS. RRIZky hUELE

BT — X EHEL

, BPRUKEREESAUCBEN DS, ZOMD NYDMERY 2T L%EF]
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X 4.1 MBS AT LORBET N1 A

THH7-0H, TOMDANYPIMEY AT AIBENWT, WHARIEESETERVWEDIZT 5

ERD L. MBEY AT LADOFHBEHERIZOWTE 4.3 1ITR7.

4.1.3 BBV RATLDERT/NM R

BBV AT LTHS TR EMAEDP SEMDPERT — X 2%, &HIAA, MEFX—

V=R ANTDmARPBEL LS. ZOmRZEMBRE 5. KIZ, ¥ =7 Fz@ERb

WSy 27w T TEHERA RN —=VURNMBREL RS, MREY AT LD T /N AIZDWT

X 4.1 1259

4.2 MBEVRATLDERT /N ADSDRAVDY R

A RARE D IAE NS ER LD, BE L\ by, p(tag), z,(tag) DIWA NI A Z1ZD

WTikR 5,
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4.3 MEBEY AT LR

t, = R1F
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I T E BRRER *E 75z @
/
T — 4 JE
TS Rt R )77 LR

4.2 MBI AT LR

ty WEBRT — XDV 2 TIZHIGMNITTA N L —=VIEIEL T WS 7280, WEERA ML —
VT I ATHIeNTENE, Y TICHIELE ¢, WIRAWT 3. pltag), zu(tag) 1
2TCOL, CTLETH D720, AL —VIRET D2HBEIFZRVI LD SEMT — X DR -
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