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Abstract

Medical Record Retrieval System Using Secret Sharing Data

Tomo NAKAMURA

It is required to preserve the medical record in preparation for wide-area disasters
and utilize it for medical treatment in the disaster area. In the event of a disaster,
resources such as networks and power supplies may be insufficient, so it is good to be
able to obtain only the minimum information necessary for medical treatment. One of
the methods suitable for the preservation of medical records is distributed backup using
the (k, n) threshold secret sharing scheme, but it is not possible to partially decode
only a part of the distributed data. Therefore, a confined decodable secret sharing
scheme was proposed that decodes only a part of the secretly shared data. There is
no mechanism for retrieve distributed medical records, and a method of retrieving after
partially decoding information for identifying a patient, such as a name, is conceivable.
Decoding is expected to require a large amount of calculation and time to create the
inverse matrix for solving the equation.

In this paper, we have proposed a method that enables retrieval in a shared state
without decoding the identification information, to reduce the amount of calculation
required for retrieval without compromising safety. As a result of measuring the retrieval
time of the proposed method, it has been confirmed that the data for 700,000 people
can be retrieved within 15 seconds. Also, there is no risk of unauthorized decoding of
medical records even if a third party accesses the storage by the share storage method
using the proposed retrieval method. However, the identification information may be

leaked under certain conditions, and although there is no problem if the finite field
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method is increased, it is not sufficient to handle medical records, and we have proposed
a system with countermeasures. By using the proposed system, leakage of identification

information can be prevented, and medical records can be searched safely.

key words secret sharing scheme, confined decoding, retrieval
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oo T2 4500 [ 2 4045,
m=2 m=3
1 1
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J j
T1,k—1 H olm 4 T2 k1 H olm ... 4 i1
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. R (34) 2 X O X T BESOPTDE
J j
Scl H 2lm +SCZ H 2lm _|_..._|_Scj
m=2 m=3
I1 I1
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-1 1,1 2 + 721 2 +"'+7“]71
X./ X’ m=2 m=3
J j
T1,k—1 H 2lm T2 k—1 H olm 4 ... i k-1
m=2 m=3
LRy,

J J
S =S ] 2+ 5 [] 2+
m=2 m=3

..._|_Scj

ZEILTES. UEOFIELD, DBLET =X S o —HOT— X721 2 EH03 5H01E

TLEEBHLTWS.
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ELP
ﬁ

X 3.3 ¥ T ] BE R 1 HIR DR Dt

3.3 BPETHRLGMEBEDIEEICEITDRR

AL EIT OB, BEDOEET —RE2 N I T v TTF—XP6MELTHET S, L
» U, MO ETTATRERIBE ORI B O MM AL, K 3.3 1ZRT &5 ICA4RR EEE
ZAIT 272D DEREHAETLL THOMKRF—7 — N —BHEERTWRET 5 HIEN
FEAoND. HANEREHAEAT DITEERT — XDV 7 OMAGDLEEZH > TVWD 4
DB, ZAN =Y THRERZETELBLEDLHS. LrL, BEET—XDOYx
TIZE 2 BWHIG DT TIRIFEINTE D, BET—X20OY =7 OMAGLERSLNIXER
—RERNEZEARINGBND DD, £/, HuldABRRAEM L 72075 % T 5
BEDRH Y, FTHOERIIE OB ERT—ZDT—2EZ2 1 LT 5) DFHEELRL25.
Ny 27w TUTWEEREROBINEREEITCL TR OMRBELITD -ONMEZET 5. 20
72, ZROBEEZFZHELBET DHENH 5 FKEERITITZ OMEBEHEIEL TWAWn., U
2o T, MBIZ»NDEEEEZHRUMREE S8 (LT 20 END 5.

3.4 F&b

KETIE, (kn) LEWEREMAY 27 v 7 URERT — & & $EBICIERT 5720
2RI X V72 AT B AR B AN BT DN T A RS HE  BE BRI 0\ TR, A
TEARERRE AN Y 27 v T URERT — X OREHIEICOWTR AT, 7 TRE %
MES BRI DL 77 — X OMERDO MM A, L1752 Y O BH %I 5 -0 OHEH
BT L THSMET 2 HENEZ SNEH, BT 57013~ AMOERT — &
DY T MBS TR L TB S BEND B0, ERF— 2 & FECHTENEBAM
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HOLEVETOMENDDH. £z, HILRARREM DIIr»2EIRENREL, &8
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VITHEORBMODEDHEICEK S
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LMz e 32 R EAETLTERRAMEBUEICE T 2MBOEEROHIHZ HIY &
LT, BADOHBINNEREZE LTI LELS VT DRETHRELZATREL T2 HiE2RET
5. WEFHEOBRBORNEZK 4.1 1R, REHIRE, #AlEHRE (2,n) UEWEBE D
HMUCTIER L7z X 72 ERT— 20OV 71535, 2LT, MEF—V—FR2X7LH
BRIZ (2,n) UEWEMESL TMEBRX 72 L, MBI LEERT —XDY = 7265
INTWERTDRBDAEZIKTHZ Ty 7 DIRETHREZAIGEE LTW5.

ARFETIE, YT OREBTHREEZAEL T2 HECODVTHER, EET—XDOV T LXK

I DI HIEIZDWTIRA 45, RESEOFMZT .

4.1 EFHNLEZ

4 BT AT RS AR A BOE T I RSB DML A LB <, SIS 2 560 B0 L T & R %
35 HEREZSND. BRI ARRE ML 2O 2 fERT 2 582 H D, O@P) O

O, &0 = L&

MEEF—7—F MERZ T EET—R2D T +R25

4.1 ¥ THOBREDEDHEKIZ X 5REDTN
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4.2 73 ERB

FHEESPPORMAEET S, EAHBEREEILT 27200 - AYOERET — XD
VT OMAGDEEM S TVWAREDRDH D, KA L -V THIRERZETRIFEL THL
BERDHD. UPUEET—ROY =7 OMAGOERSINRD &, FET —X & RIEICET
INDZBNDD S, Tz, MBFABELRMESBIEDOHENRINTVWEN R T & REERIZE
%9 % 7= DHEAIE RN — TR VEET — X ITHEAT 5 L HED T OMMEREN &, 8
TEALIE % 4T 5 72 ORI B AR AN K &\ COFREAEE T 5 B [10][11]. L7=7A5-
T, BeMEHEL T I ARBICHADPBAERENIET 2 BEAH 5. BTMHIZ O>3)
DEIREDR PP TWB I N6, WMAlEHREZECT S I L Y =7 OIRETHERAATHE
ThNWEEERVRAD D, £/, BET =Dy 7T v FEMESIFEEZHNTWS 72
D, MEDMEHAIHE S22 EDSRE AV DS L LS ITRIFT 2 MR H 5. 22
T, AW TIEIMEIREEZ R —AIZRBOH A EEZ .

4.2 D EERRE

DEBIEDT — 2 DN &R 42 12K, DAY I T v TURWERT — ZIZHIE s 5
WOERE kw (0 < kw) &35, FHZp (kw<pn<p)el, Z/pZ—-{0} LOELE%E
X ed5. £, p, X REBET— 2 2WEMIL LB ZREBEICT 5. X 13

X:{Iﬂl,l'g,"' 751:71}(@7&]@&%1:17&%])

ETBHIENTE, X &b

1 I
1 o
X = o (mod p)

1 x,

7% & 5 7 vandermonde 1751 X ZEd 5. kw & Z/pZ — {0} LOEE r £V
A —
.
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4.3 MRFBBBE

5 e
t]. L_J wl
kw SAN: e > r|‘| 5 ||4
1) Wy
[ e
ty | ws
Y
t1 w1
Q w9
Y
t3 w3
4.2 ¥z T7EOBREOED I X BHRBED BRI DT — X D
ERBEDIBRT PV A ZERT S, prIEETE2X & ADERLD
31
ta
XA = ' (mod p)
ty
AN 57{52&7\1511,(“’ = 1727' te ,n) 753\?%"6%5 if:, E*%Eﬁf%%j—t
ty = kw+rx, (mod p) (4.1)

LB, AT EEBRT— XDV T 2 NIRDT TR 2Ty 735, FARIZ, £65X &

p 2L THL.

4.3 1RFREXFE

DHMBEBEDOT -2 DN %2R 43 1ZRT. F—T— K k' 2REBETIHEE2FEX5.

— 20 —



4.3 MRFBBBE

tll tl w1
kw' —— 4 — —HOHE

t2 tz (1)

i3 ts w3

4.3 Yz T7HEOBREOEDHENIC L ABMBEOETEBEO T — X DFEN

Z/pZ — {0} EDFEE " & kw' &Y

LB LSRN PV A BAERT S, DB THWATAI X & A" D p 2k ULRER

)
th
/

XA = 2 (mod p)

th
LIRB LSRR E T, BEOND. £z, AEATKT L
t, =kw' +r'z, (mod p) (4.2)
5.
ZIT, BET— ROV TIIMEINT WS RS t, LMRX It OBE%E175. X

(4.1)(4.2) &b
ty —t, = (kw — kw') + (r — ')z, (mod p) (4.3)

LB, X5z, R (4.3) OEHLIC z, OHTE 2yl BEIT B L

(ty — )zt = (kw — kw')z, ' + (r — ") (mod p) (4.4)

5. kw=kw' O%f, X (44) T0EEOEr - ZIELSKRDEZZENTE, 2T

D u TIOFERIIFUMIZHRS. —F, kw # kw' OBE, FEOEr —r Z1IEL KD
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4.3 MRFBBBE

B5ZEMTEY, BTOuTIOMENFUMIZASD I 3. ThzfHLTY 2T
DIRFET—HBHEZITV, MEEZAREE LTWS., ZOHEICED, fERETIE—BHEIC
O(13) DFBEEMBPP o T WL 25, BEETIE O (H#IEROT—2EE d L T5)
DFIHEEL 5.

4.3.1 —EBHIENEEETH DI & DA

RE/IEE, XTEMBRRTOFEEOEERDDLZ L T—HHUEET>TWVWS. £I T,
AT, kw=kw' ODEAHER (4.4) 132 TO o THUMEIZZRD, kw # ko' OHEX (4.4)
FETDu THRAEDMHEIZALD I EDFEHETTS.

kw = kw' D55,

(kw — kw')z, ' =0
THd7=0, XN (44) FOFEDEr — 1 FIELSKRE S, 72, £2TO u T OFRIZFA
CIHIZ72 5.
— i kw # kw' DG, nAD S 2l t;, t; &), t) (i, €u) BHEZXD. A (44) &V,
(t; —tH)a; ' = (kw — kw')xz; + (r — 1) (mod p) (4.5)
(t; —t))z; " = (kw — kw)z; ' + (r — ') (mod p) (4.6)

LB, ZOEE, (t—thr, = (t; —t))z; " (mod p) TH2LFET S LA (4.5, 4.6)
L0,

(kw — kw ;' + (r—7") = (kw — kw')zy ' + (r — ') (mod p) (4.7)
YiB. R (A7) AEMT Y,

P a:;l (mod p)

)

LB, wyx; € L)pl—{0} THBD, x;=x; 755, ZTHIREAX OFME (4D
ExiAa;) IKTS. LEDoT, $RTOuwZDWTERABRKIZWD Z DB TE kw # kw'
DHAEN (4.4) OFERDFE UMEIZAR D Z 2ide\w. £72, EL D nflTRTO X I LRER

R T % s 2 B3 <, 2 BT I —BHESTRETH 5.

— 22 —



4.3 MRFBBBE

#£4.1 BEN1IDAML—Y
KT —RDY T R T 5

AZTAYzT AZAty | ASA L,
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4.3.2 EET—YDI I T EYTDRERE

REHETIER T EMBR T DRBMDEERD L7202, BRFEARRE LSO LZEL L
BT 5MENDD. ZDOIZIEFE—DOEANEHR? SER L 72X ZDRAGDEZ R > TW
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DHAGOLRIEDD 2D, BET—RXDY =7 OMAGOLEIESD 50 & S A dn
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R EIRBR T DI n fJl1T 5 BEIXR < 2T AIXRWZ &0 6, £4.1I1TRT &
SIZIEDY =T IZH LA T % 2T OMNETHILTEAN -V TBHEERZT LI L
DHEETHS. /2, EANV =V TERET XDV T IZA—DRIWFEINTHDS L
HIEW A>T UEDHREM LR H D, TDZDEA NV =Y TEET XDV = TIIM5T
BRGEIRDRITEHENRDH Y, BFETF—XDOLEWMED (k,n) LT R2T7DLE
WMiliE (2,2n) ETBIETRBEDE X ENETEIENTE, RTEPu DA N —VIFE
42D E51274%. ZOREFHKIZED, BRT—X2DOY 7 X TOMIZZEA ML —UT
TURLET DI DAL b, ZTOME, —BHEEZTH-OIBE LR T 2D
MAGDLERDD SN, ERET—20OY 7 DMASDEIX 2 ML EMS Z 21X TER.
Lo T, BFEZFIA M —VILT 78 AI N LTEERT — R 2EILTH5I 23T

ERANAR
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AZAYzT , AZAto—1 | AZAty,

Bé/\/“/ITu Bé/\/tgu_l Bé/utgu

4.4 F&H

D EICAT R B D BRI BT 2B O EE b2 HWE LT, B OB H%ET
TEHILMAY T ORETHMBEZAREL T2 HIERRE L. BEHIEIE, BIEHRE
(2,n) UEWEREIR LU CTER LR 7 2ERT— 20 2 7IINE5T 5. 2L T, M#&K
F—U—REXTLFERIZ (2,n) USWEBESBHU CTREX 7EZERL, BRERX T LER
T—ADY T IIMNGEINTVWE X DRBMDEEIKT 222 TY = 7 DRETHMEZ 1
gEE LTWn5.

ARETE, YT OREBTHREERZTHEL T2 HIEICOVWTHER, BET KDY T LR
T DRIFHIEIZ D WTBR A t,, REFEOFMMEZITo72. REHFFCLD, ERETIE—
BOHIEIZ O(13) OFFEER PR > TV 25, REETIE O(?) DitREREe %5, T2,
RESHFFZ T EBRBR 7 ORFHRA LS ORI LZ2IEL L KT 2 H0ER3H 0, [[F—0iH
B OAER U 72 R T DMMAEDLER DR TWEBENRDD. RTEIEET—XDY T
B D TIREINTEVERERT — XD = T OMAEGLER SR> TLES 2D, H=
FEMA N —VIZT 7 AINEGEERT — X 2 A EIE LI BNDH 5. £I T,
REU YT R TOBREFEHEZHVS I ETEET XD 27 2 X7 OMIFE A b
V=Y TIVRLIREFET DN D, —BHELE T 2720ICHER R T 2 A
AGDHRIIANED, BT 20Oy =7 OfMlAGHLEIZ 2ME EMZ Z 2 iETER V. L
WRoT, FEZZFIZAMN—VIZT 7 AINZE U TEER T — X2 EHTT S LIETE
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LT, vx 7 EORROEDIE & 2MEREE L. MANGHE LT 2RERD HIET
I O(1P) DRERA PP T WL 25, BREHETIE O(d2) OHERIHIKL . L
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RETIE, WA B TT 5 0ERD 5k L RE S EOREIC H b 5 15 & kT 5. %
D, WA ko HEEICE S h DR DWTIRA, R HED LRI D\ T F
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5.1 fEREE DRFERFE DL

BB E R U 2 21 £ SRRSO 22 M~ S, B L5 & 15 BRETE
BT — ZDBFRIEMLVENS ZERS, BHIEOANTHS 70 FIASDF—2% 151
PRI HEET 2 2 L 2 HEE T2, F—28E 1 Ao E LIHF— 2452 E L, 10 Ff
M5 70 FlEETRHIL TV 3. AR E R — 7 — RIZLR2HE LT 144bit(9 X
LOFARL) £ U, RkD T — ZIZEHET — & 2452 LT 3000byte & L7z, HHEHTIE,
FoROY LTI (2,3) L EWEREMOETIERL, X271 (2,6) L & \MEREH#ET
ERLF— ROy 2 TIoh 5 Ui, HREBOMEORNEE 5.1 SR, fEROHETE
HBIRE ST UMERF — 7 — 1 & —BOHIE 215 VR & 10T B 012 A o 7 R %
LTV, RO HEOBRIIMIMOFN LK 5.2 157 T, HEHETIREF—7— F
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5.1 HERIE & DRRERIH D HL

( B )
LW —4&
D & FrIN Fr

r

F— 5%
(2,3) L = U ik 4

\.

AR
(2,6) L = LMk 4k

PITICRT NS

5.1 BB DB DN

T DI o ZRHEZFHIIL TW5b., BEFHEOBRRLHEORNZ X 5.3 12T, KEHD
X, Tu 275 A0 & &EIZ std::chrono B Z HWT Y A7 ARE#EE L, T0O

AR et Uk, FREE 2K 5.1 1217,

5.1.1 #HR

PERIE L IREEDORBIZ» D o 72 %2 X 5.4 1TRT. AULHEZ T — 8oL T
WBHT T 7T — XBUZHHIL TRIEIZ > TE D, HETHS 710 IAZDT — X %
5 BPUNICREBTETWS I LAMHRTES. 72, MUMBRIKHNTRETE ST — X
BOEFMBRENIZHHBIL TR > TV EEZ 5N S.
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5.1 HERIE & DRRERIH D HL

YES

5.2 ERIEDBBUIDFE

5.1.2 EZE

54 &0, 70 HEDOT— 2% 15 BUNITMET 5L WS HEZERTE TV Z N
A TEZ. UL, SREHAVWET —REXI—T— 2 Th b EBRIZERT — X DMz 7
LPMNIENPTIIIR WD, S 5L5EmEFMPBEIZRLWREDR DS, @FEOFIELE LT
&, ABRAETHEZIT> TWA O KRKIZHERT 5 Z &%, Wiffbz2I75 2T 6%k
L EEANRIAD D L E XD,
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2,6) L = WMEFRE S

— rroisni,

R ENRER T D
—EoHE?

[ R EL) ]

B 5.3 REEDHRBUILDH N

5.2 %H&M

REHETIE, ZTRERT—Z20Y 7 IS T 2MHTOA ML=V EZL, &
ARV =V TITVELUMEINT WS 2D, WERENVANL —JIZT 7R AABETH > T
LERT ROV T OMAEDLEIENNST, X7 MAEDLEIESRSRVWZDE
BT — REARNEIZETINEBNIER V. LrL, T2ALEYZTICHRT X7 ¢,
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5. —HEE X, FEHp FR2TORITTHIETH B0 X TITHATT TRIFT 5 B H

F72 <K, BEIPEAT2MAICRELTEL I EREZONS. LrL, KERTIHRED
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RETI, MR IR T R D W CHBIEE kw 256 BIE I S 1 5 IO\ TR
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1. tl, tQ, o kﬁ‘ﬁ@

2. tl, t2, 1, X2, k‘ﬁ‘/ﬁﬂ&

5.2.1 %{4: ]. : tl; t2’ p; k 75{5%5%

tl, tQ 713“5 kw 7&*&)57':&56:@:]), k G:ﬁﬂi‘( 1, T9 ﬁ‘%j’bliﬂ?&béi tﬁ‘f%% t1,
to DERDERMEELD x, 20 € Z/pZ — {0}, x1 # 20 TH D720, 21, 10 DETDINK—
Y(p-1)(p—2)BYEHFARD LT hw 2AREICKVIAEND. BRI kw 28K DAL

FlEZRT. t1,ta £ 0,
¢
T=( "

B LN MIVT 2T 5. 11, w0 FEHE U TH,

X’— 1 I
1 i)

Y5 XS R X BERL, WK X T 2k 3.

X' E T oEMinSHTS .

X'~ — 1 T2 —T1 31
T2 — 1 -1 1 to

t1zo — toxy

_ To — 1
- to — 11

T2 — X1

L5, kwld,

_ tirg —tamy

kw = ———— d 5.1
w= 22220 mod p) (5.1

ThH5. AGLEHLUT 2, 20 DETONRX =V ERT I LT hw 2ERMICKDIAE
ha.

MRl R, EMOMAGDEER (5.2) DL,

0=2+4+3x1 (mod5)
1=243x%x3 (modb5)
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ZIWSt =0, th=1, p=5, k=2 EHLAELTEEREEER (5.3) DL S iy

ERAP TSNS,
O=kw+rxz mod 5
1 ) (5.3)
l=kw+rxzy (mod?5)
x1, T ZEHE L THY, KX (5.3) & kw IZDOWTHEL &
-1
fw = 2T LT ) (5.4)

o — X1
725, N(5.4)ITHL, x1, 10 DMARFDLEZ AXx3WORAT L, kw=2,3,4D 3D

IZohb.

5.2.2 EE

t1, to, p, k BIWE UGS, 21, 20 DETOMAEDLE (p—1)(p—2) B 2R3

& T kw PERBRMEIZESND. t, ty, ZHERTERT L

t1 =kw+rx; (mod p)
to = kw +rxo  (mod p)

b, D E
t1 = kw (mod p)

ThdeddL,
rez; =0 (mod p)

L5, r, a1 € L/pl — {0} THBED, Wd r, x BIFELEWL. 7,

to = kw (mod p)
ZOWCTHHERD ZENEZD. Lizdio>T, A (5.5) ZVTAERIIN U T 2, 20 DA
BB EETHRDL L kw T ty, to DIEUND p—2BOUTFIZRONG., ZDI 5 p
ERELTEHILTRONDHPAZILT B DAETH D, £z, HBIEREZR > TH 5
ERT — X &0 d 27-0ITIEFERE —BICED, FAML—YTI VX LIRFEI N
TWBEHRT—RDOY 72 IELWHAALETE U EEDTHLELT 2HEND D72
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X/~ — 1 T2 —X1 tq
T2 — I -1 1 to

tll‘g — tgfL‘l
_ Tro9 — X
= -t
To — I
ER5. kw3,
t —1
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TREHEED 2504 FI0B 0 THRANER kv BAREIKR SN 5.
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