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Abstract

Secret sharing backup system that can update and use

medical information during the acute phase of a disaster

It is required to preserve the medical information in far land for wide-area disasters.
Medical information must be kept under strict control because it contains personally
identifiable information. In preserving medical information, the secret sharing method
which were considered suitable has been studied. Also, electronic health record storage
and exchange system that using secret sharing methods and confidential communica-
tions have been developed, and secret sharing backup system for medical information
is nearing practical implementation. Medical information used for medical treatment
should be as latest as possible, so it is necessary to backup the medical information
created at any time. However, in the event of a disaster, the amount of medical infor-
mation created increases due to the increase in the number of people receiving medical
treatment, and the increased volume of backups is expected to put pressure on resources.

In this paper, we have proposed a method that partial update of medical informa-
tion and retrieval of the latest share, to avoid lack of resource and reducing the pro-
cessing volume of secret sharing during the acute phase of a disaster.In partial update,
medical information to be distributed backup is divided into sections with meaningful
items, and only those sections whose contents have changed from the previous share are
distributed by secret sharing scheme, while the previous share is used for the sections

whose contents have not changed. We have proved that partial updates can be per-
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formed and shown the reduction rate of the secret sharing process by partial update.
The retrieval of the latest share is performed by narrowing down the patient’s share that
corresponds to that share and only search to the share of the person whose share it is,
and then partially restoring only confied decoding and retrieving the items with the type
and date of the data. Conpared to the conventional method, the amount of restoration
has been reduced and the retrieval time improved. In addition, Secret sharing backup
system that can update and use medical information is proposed. The proposed system
enables distributed backup of medical information during the acute phase of a disas-
ter without stressing resources, and stable processing that is not affected by lack of

resource.

key words secret sharing scheme, distributed backup, partial update, retrieval,

confined decoding
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